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Accops Product
Editions

This document is a quick reference to features included in different Accops products editions released in
June 2025.

Accops offers the following product suites with different editions

Accops Digital Workspace
Accops HySecure

Accops HylD

Accops HyLabs

Accops Virtual Browser

Features marked with ([4) are included in the edition. Blank fields indicate excluded features. “Add-on”
denotes features available for purchase separately.

Important points

1.

This is not an exhaustive list of features included in each edition. Please refer to the software
manual for details.

Not all features are enforced using software control based on edition purchased. Entitlements to
the features may be trust based. However, Accops may bring software controls on the features
for each edition in future product releases.

Accops may add more features or include new editions from time to time. Please refer to
www.accops.com for the latest information.

For detailed licensing policy, please refer to Accops Licensing Guide.
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Accops Digital Workspace

Accops Digital Workspace (DWS) is a bundled offering focused on Virtual Desktop Infrastructure (VDI)
and includes selective features of ZTNA (HySecure) and IAM (HyID) features, making VDI more secure

and ubiquitous.

Key differences between the various DWS editions are.

Digital Workspace
Bronze

Digital Workspace
Silver

Digital Workspace
Gold

Digital Workspace
Platinum

A bundle with all required features to move from fixed desktops to virtual
desktops including Shared (or session based) and personal desktop support
running any Microsoft Windows operating system. Licensing is device based
on working with the approach of fixed PCs replaced with thin client devices.
DWS Bronze edition is only available for device licensing.

Aflexible bundle to implement VDI and enable work from anywhere with basic
security features of ZTNA and option to Add-on to strengthen security when
accessing public and untrusted network. An option to buy named or
concurrent session is available.

Most recommended bundle to provide an integrated workspace access
interface including VDI, private app access, SaaS Apps with strong zero trust-
based security. With strong focus on on-demand endpoint data leakage
prevention, posture checks with contextual access, this edition provides the
most features at the best cost. Additional features can be bought as an add-
on.

A complete offer including all features available along with VDI, ZTNA and IAM
from Accops. The edition includes unique security and authentication
features.

Feature Availability Across Editions:

Features DWS Bronze D_WS DWS DWS Platinum
Silver Gold

VDI FEATURES

VDI Type

Shared

Personal

App Virtualization

Guest OS Support

Windows

Linux Add-on

Hypervisor Support

VMWare, Nutanix, Proxmox, Hyper-V, Azure

Openshift, Azure Stack HCI, OpenStack Add-on
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AWS, OClI, GCP

VDI User Experience

True SSO

Multi-media offloading

VDI self-service & automation (HyLabs)
VDI High Graphics Supports

PColP Standard Apps Support

PColP 3D Apps Support

VDI Security

Basic Session Control: Process monitoring

Advanced Session Control: User activity
monitoring and blocking

Device context based Contextual Access
Virtual IP Address support

Peripheral Control

Session Recording

Virtual Desktop Clipboard control
Watermark within VDI

VDI Administration

Profile management via Roaming profiles
Profile management via FSLogix

User Environment Mgmt. via ADMX profile
Application Streaming via AppAttach
Capacity Planning

Task Scheduler

Multi-site management for DR

ZTNA FEATURES

Private Access Support for

Virtual apps & desktops

Private Web and Thick client-server apps
Private Web via reverse proxy

SaaS Apps (no reverse proxy)

Access Mode

Agentless access

Agent less with browser plug-in

Agent based access

Posture Check

Agent-less posture checks (Geolocation,
Browser ID)

Agent based advanced posture checks (OS,
Security tools, custom checks)

Endpoint Controls

Advanced Clipboard controls for local apps

App Whitelisting
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Internet control based on whitelist
::ijjnl:;rl)owser for web app access (SaaS & Add-on
Keylogger protection
Watermark for local apps
Secure Desktop Add-on
Secure File Vault Add-on
Accops Internet Security Broker Add-on
Contextual Policies

Role based access
Device Identity based checks
Device Posture
Contextual login control
IAM FEATURES

External IDP Support for authentication Add-on
SAML IDP for SSO for published apps
;);s}sgféig:]allmardware token/Mobile
OTP: Hardware token/PC Token Add-on
FIDO Security keys Add-on
Password-less via QR Code / Push

notification Add-on Add-on
Bio-Auth with Fingerprint Add-on
Bio-Auth with Face authentication Add-on
Bio-Auth with Face authentication with

Deepfake detection Add-on Add-on
Standard APl Interface Add-on
CARTA: Re-authentication
ADMINISTRATION

Reporting

Internal dashboard
Accops Reporting Server Add-on Add-on
LICENSING

Named User based
Concurrency Based
Device Based
Perpetual Licensing
Subscription Licensing
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Accops HySecure

Accops HySecure is a ZTNA gateway offering securing access to private applications.

Key differences between different HySecure editions are.

A secure access gateway with pure agent-less access for private access to
web applications, RDP, VNC and Accops VDI. Suitable for flexible, available

HySecure Bronze anywhere access with zero endpoint management. Contextual access is
limited to browser details and geo-location. Licensing is both concurrent and
named user based.

A cost-effective flexible bundle to support work-from-anywhere users with
advanced access control and secure application tunnelling. Includes
. foundational Zero Trust Network Access (ZTNA) features and integrates with
HySecure Silver o ] ] ] . )
existing identity providers. Includes basic posture check with option to add
advanced posture check as add-on to offer cost effectiveness. Offers

integration with SSO and includes basic MFA.

The most popular bundle offers robust Zero Trust-based secure access to
corporate apps—whether hosted in datacenters or cloud. Includes contextual
access, role-based access control, posture checks, and application-level
HySecure Gold . . . -
micro-segmentation. Ensures optimal balance between usability and strong
security. Additional modules like endpoint validation and DLP are available as

add-ons.

The most comprehensive security suite from Accops, combining full-featured
ZTNA with full capability of IAM, and granular policy enforcement. Includes
continuous posture evaluation, strong multi-factor authentication, risk-based

HySecure Platinum access, and centralized monitoring. Includes APl integration for advanced
automated workflows of enterprises. Ideal for enterprises prioritizing
advanced cybersecurity, compliance, and complete visibility across users
and devices.
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Feature Availability Across Editions:

Features

ZTNA FEATURES
Application Support
Virtual apps & desktops

Private Web, RDP, SSH, VNC (reverse proxy)

Private Thick client-server apps
SaaS Apps (no reverse proxy)
Access Mode

Agentless access

Agent less with browser plug-in
Agent based access

Posture Check

Geolocation

Browser binding

Device binding

Windows updates

AV/Security agent updates
Endpoint Controls

Advanced Clipboard controls for local apps

App Whitelisting

Internet control based on whitelist
Vajra browser

Secure Desktop

Secure File Vault

Keylogger protection

Watermark for local apps

Accops Internet Security Broker
Contextual Policies

Role based access

Device Identity based checks

Device Posture

Contextual login control

IAM FEATURES

External IDP Support for authentication
SAML IDP for SSO for published apps
OTP: SMS/Email/Hardware token/Mobile
App/PC Token

OTP: Hardware token/PC Token

FIDO Security keys

Password-less via QR Code / Push
notification

Bio-Auth with Fingerprint
Bio-Auth with Faceauth

© Copyright Accops Systems 2025. All rights reserved.
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Bio-Auth with Faceauth with DeepFake

detection Add-on Add-on Add-on
Standard API Interface Add-on
CARTA: Re-authentication Add-on
ADMINISTRATION

Reporting

Internal dashboard
Accops Reporting Server Add-on
Advanced Policies

Auto user and device management

Accops HyID

Accops HyID is a comprehensive |IAM solution offering user access management, MFA and SSO.

Key differences between different HyID editions are.

HyID Bronze

HylID Silver

HyID Gold

HyID Platinum

An essential identity and access management bundle to add MFA to a single
application, addressing specific need for stronger authentication at minimal
cost. The edition allows flexibility to choose any one type of MFA integration for a
single application.

A flexible and cost-effective identity security solution with option to add
enhanced authentication options including push notification, password-less,
biometrics and device binding and more features. Offers centralized user policy
enforcement, integration with cloud and on-premises apps, and basic risk-based
authentication capabilities. Licensing is named user based.

The most recommended edition provides complete identity lifecycle
management, adaptive authentication, SSO for cloud and on-prem apps.
Enables organizations to enforce Zero Trust principles with context-aware access
policies, identity governance, and self-service capabilities. Add-ons available for
advanced compliance and audit reporting.

An all-inclusive IAM suite offering strong identity security, advanced SSO,
password-less login, risk-based access controls, and deep integration with ITSM,
HRMS, and third-party tools. Includes intelligent anomaly detection, automation
of user provisioning/de-provisioning, and full support for regulatory compliance.
Designed for enterprises seeking a highly secure and scalable identity
management framework.
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Feature Availability Across Editions:

Features

IAM FEATURES
Application Support
Application Count supported

Connector Support

Supported Connector Count
Basic Connectors: RADIUS, LDAP Proxy,
SAML, Desktop Logon Credential Provider

Reverse Proxy Gateway

REST API Support
MFA Token Support

OTP: SMS/Email/Hardware token/Mobile App

OTP: Hardware token/PC Token
FIDO Security keys

Push notification
Bio-Auth with Fingerprint

Bio-Auth with Face authentication

Bio-Auth with Face authentication with
Deepfake detection
Password-less Support

Accops QR Code

FIDO Security keys, OTP,

BioAuth via Face or Fingerprint support *
Integration Features

Standard APl Interface
User Directory with APl for IDAM Integration

Identity federation via SAML (SAML SP) or
oAuth

Security Features

Contextual Access based on Role, Device
identity and posture, location

Advanced device posture using agent or
browser plug-in

ADMINISTRATION

Reporting

Internal dashboard

Accops Reporting Server

Advanced Policies

Auto user and device management
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Accops HylLabs

HyLabs Purpose: Designed specifically for schools, colleges, universities, and training institutes to
Education digitize physical labs and enable anytime-anywhere learning.
Edition

Key Highlights:

Curriculum-based lab provisioning: Pre-configured lab environments mapped to
academic courses.

Multi-course scheduling: Manage multiple lab sessions for different subjects,
batches, or faculty members.

Instructor-led control: Teachers can monitor, control, and assist student sessions in
real-time.

Browser-based access: Students can log in from any device, anywhere—no heavy
software required.

LMS Integration: Seamless connection with Learning Management Systems like
Moodle, Blackboard, etc.

User Management via AD or internal DB: Easy onboarding of students through CSV,
directory sync, or manual registration.

Cost-effective licensing for educational institutions: Per student, per session, or bulk
institutional licenses.

Best Suited For: Academic institutions needing structured, schedule-based lab delivery with

multiple user types (students, teachers, admins).

HyLabs Purpose: Tailored for corporate training teams, L&D departments, certification bodies, and
Corporate technical assessment platforms.
Edition

Key Highlights:

On-demand lab provisioning: Spin up virtual labs instantly for assessments,
workshops, or hands-on training.

Role-based access control: Assign labs to trainees, trainers, auditors, and examiners
with precise permissions.

Integration with HRMS, LMS, and CRM tools: Automate user access and training
workflows.

Assessment and analytics module: Track performance, completion, usage metrics,
and scoring.

Support for time-bound access: Ideal for temporary access during workshops,
hackathons, or certification exams.

Branding and white labelling: Customize the platform to reflect corporate branding.

Advanced compliance support: Activity logging, session recording, and policy
enforcement for audits.

Best Suited For: Enterprises delivering technical training, conducting internal skilling

programs, or evaluating employees and partners through virtual environments.
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Disclaimer:

The information contained in this document is for general informational purposes only and is subject to change without notice. While
every effort has been made to ensure the accuracy of the information, Accops Systems Pvt. Ltd. makes no representations or
warranties, express or implied, regarding the completeness, accuracy, reliability, or suitability of the information, features, or
services described.

Product features, specifications, and availability may vary depending on the edition, geography, or other conditions, and are subject
to change at the sole discretion of Accops Systems Pvt. Ltd. without prior notice. Nothing in this document shall be construed as a
commitment by Accops.

All product names, logos, and brands mentioned herein are the property of their respective owners. Use of such names, logos, or
brands does not imply endorsement or affiliation.
This document and its contents are the intellectual property of Accops Systems Pvt. Ltd. and may not be reproduced, distributed, or

used for commercial purposes without prior written permission.

Accops enables secure and instant remote access to business applications from any device and network, ensuring compliant
enterprise mobility for business users while keeping governance with the organization.

Need help or have questions? Contact us at contact@accops.com — we’re happy to assist!
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