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Introduction:

On 26 January 2021, a high impact security vulnerability in "sudo™ package (CVE-2021-3156) was
publicly released. Almost all Linux distributions ever released so far are vulnerable to this issue.

The document comprises the steps to update the sudo package for ARS and Linux SHD server.

Link to download the zip file containing updated rpm and installation script : https://propalmsnetwork-
my.sharepoint.com/:u:/g/personal/support accops com/EQA2EwW7AzcFBmMBD9 CynGbIBMPcXE78d0

GEWSjjZrqgOgA?e=g8RYZw

Steps to upgrade SUDO package:

1. Unzip the contents of Sudo_Fix.zip.
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=| README.fxt 1KB Text Document 05-02-2021 10:15:14
Sudo Fix.zip 2313 KB WinRAR ZIP archive  05-02-2021 10:13:31
| sudo-1.8.23-10.el7_9.1.x86_64.rpm I 243 KB RPMFile 27-01-2021 4:29:19

2. Copy the sudo-1.8.23-10.el7_9.1.x86_64.rpm and install.sh files on the server in /root directory.
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3. Change the permission of install.sh script
command: chmod +x install.sh

4. Runinstall.sh script (
command: ./install.sh
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5. Step 4: After completion of this sudo package will be upgraded.
Note : Server Restart/Reboot not required.

6. Verify whether the sudo is updated to version 1.8.23
Command: sudo -V | grep “Sudo Version”

"Sudo version”
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About Accops

Accops Systems Private Limited. under “Accops” brand is a globally leading developer and provider of
Enterprise Mability solutions involving Application and Desktop Virtualization, Secure Remote Access and
Privilege Access Management solutions.

Accops’ software and hardware products enable businesses to efficiently virtualize, secure and deliver business
applications, corporate workspace and network services to their employees, partners, vendors, home users and
mobile users, enabling instance access from anywhere using any device.

Accops, HyWorks, HyDesk, HylD, HyLite, HySecure and HyAssist are registered trademarks of
Accops Systems Private Limited. Other names may be trademarks of their respective owners. Accop:
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